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1 Background 
 

Spam is usually defined as junk or unsolicited email sent by a third party. While it is certainly an 
annoyance to users and administrators, spam is also a serious security concern as it can be used to 
deliver trojans, viruses, and phishing attempts. It could also cause a loss of service or degradation 
in the performance of network resources and email gateways. Image spam is an obfuscating 
method in which the text of the message is stored as a GIF or JPEG image and displayed in the 
email. This prevents text-based spam filters from detecting and blocking spam messages. A 
typical spam image has several variants in which the image is altered without changing the 
relevant visual content.  
 
Between July 1 and December 31, 2007, spam made up 71 percent of all email traffic monitored 
at the gateway, a 16 percent increase over the last six months of 2006, when 61 percent of email 
was classified as spam. In the second half of 2007, the daily average percentage of image spam 
was seven percent. This is down from a daily average of 27 percent during the first six months of 
2007 (ISTR 2008). 
 
 
 

2 The Problem 
 
The abstract version of the image spam problem is to identify images that contain 
horizontal/vertical lines of text. Whereas standard OCR algorithms are effective but not very fast, 
we would like to discover or develop an effective and efficient solution to this problem. We just 
need to know there is text, but we don't need to know what the text actually is. Note that we don't 
want to determine good images vs. spam images.  
 
Spammers intentionally distort and create ‘noise’ in these images to make detection more 
difficult, for example, blurring of text outlines, construction of the image from multiple image 
layers assembled within an HTML e-mail, or use of animated image formats can also be very 
effective. Current anti-spam systems can fail to detect image spam because the images lack 
uniformity in terms of size, style and the arrangement of symbols. 
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4 Research Tasks and Deliverables 
   
• Task 1:  Explore the design space of standard OCR algorithms 
• Task 2:  Manipulate them to identify images that contain horizontal/vertical lines of text 
• Task 3:  Empirically compare them 
• Task 4:  Prototype the most promising approach  
 
• Deliverable 1: A technical report detailing approaches taken, experimental results and 
conclusions  
• Deliverable 2: Presentation to Symantec Research Labs and separately to IPAM RIPS at 
Project's day  
• Deliverable 3: The prototype source/software  
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